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Exam A 

QUESTION 1 

Your company has a single-domain Active Directory forest. The functional level of the domain is Windows 

Server 2008. You perform the following activities: 

Create a global distribution group. 

Add users to the global distribution group. 

Create a shared folder on a Windows Server 2008 member server. 

Place the global distribution group in a domain local group that has access to the shared folder. 

You need to ensure that the users have access to the shared folder. What should you do? 

A. Add the global distribution group to the Domain Administrators group. 

B. Change the group type of the global distribution group to a security group. 

C. Change the scope of the global distribution group to a Universal distribution group. 

D. Raise the forest functional level to Windows Server 2008. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 2 

Your company hires 10 new employees. You want the new employees to connect to the main office through a 

VPN connection. You create new user accounts and grant the new employees they Allow Read and Allow 

Execute permissions to shared resources in the main office. The new employees are unable to access shared 

resources in the main office. You need to ensure that users are able to establish a VPN connection to the main 

office. What should you do? 

A. Grant the new employees the Allow Access Dial-in permission. 

B. Grant the new employees the Allow Full control permission. 

C. Add the new employees to the Remote Desktop Users security group. 

D. Add the new employees to the Windows Authorization Access security group. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 3 

Your network consists of a single Active Directory domain. All domain controllers run Windows Server 2008 R2.  

You need to identify the Lightweight Directory Access Protocol (LDAP) clients that are using the largest amount 

of available CPU resources on a domain controller. What should you do? 

A. Review performance data in Resource Monitor. 

B. Review the Hardware Events log in the Event Viewer. 

C. Run the Active Directory Diagnostics Data Collector Set. Review the Active Directory Diagnostics report. 

D. Run the LAN Diagnostics Data Collector Set. Review the LAN Diagnostics report. 

Correct Answer: C 

Section: (none) 
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Explanation 

Explanation/Reference: 

QUESTION 4 

Your company has an Active Directory domain. You log on to the domain controller. The Active Directory 

Schema snap-in is not available in the Microsoft Management Console (MMC). You need to access the Active 

Directory Schema snap-in. What should you do? 

A. Add the Active Directory Lightweight Directory Services (AD LDS) role to the domain controller by using 

Server Manager. 

B. Log off and log on again by using an account that is a member of the Schema Administrators group.  

C. Use the Ntdsutil.exe command to connect to the Schema Master operations master and open the schema 

for writing. 

D. Register Schmmgmt.dll. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 5 

Your network contains an Active Directory domain. All servers run Windows Server 2008 R2. You need to audit 

the deletion of registry keys on each server. What should you do? 

A. From Audit Policy, modify the Object Access settings and the Process Tracking settings. 

B. From Audit Policy, modify the System Events settings and the Privilege Use settings. 

C. From Advanced Audit Policy Configuration, modify the System settings and the Detailed Tracking settings.  

D. From Advanced Audit Policy Configuration, modify the Object Access settings and the Global Object 

Access Auditing settings. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 6 

Your network contains a single Active Directory domain. The functional level of the forest is Windows Server 

2008. The functional level of the domain is Windows Server 2008 R2. All DNS servers run Windows Server 

2008. All domain controllers run Windows Server 2008 R2. You need to ensure that you can enable the Active  

Directory Recycle Bin. What should you do? 

A. Change the functional level of the forest. 

B. Change the functional level of the domain. 

C. Modify the Active Directory schema. 

D. Modify the Universal Group Membership Caching settings. 

Correct Answer: A 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 7 

Your network contains an Active Directory domain. The domain is configured as shown in the exhibit.  

Each organizational unit (OU) contains over 500 user accounts. The Finance OU and the Human Resources 

OU contain several user accounts that are members of a universal group named Group1. You have a Group 

Policy object (GPO) linked to the domain. You need to prevent the GPO from being applied to the members of  

Group1 only. What should you do? 

A. Modify the Group Policy permissions. 

B. Enable block inheritance. 

C. Configure the link order. 

D. Enable loopback processing in merge mode. 

E. Enable loopback processing in replace mode. 

F. Configure WMI filtering. 

G. Configure Restricted Groups. 

H. Configure Group Policy Preferences. 

I. Link the GPO to the Finance OU. 

J. Link the GPO to the Human Resources OU. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 8 

Your network contains an Active Directory domain. The domain contains several domain controllers. All domain 

controllers run Windows Server 2008 R2. You need to restore the Default Domain Controllers Policy Group 

Policy object (GPO) to the Windows Server 2008 R2 default settings. What should you do? 

A. Run dcgpofix.exe /target:dc. 

B. Run dcgpofix.exe /target:domain. 

C. Delete the link for the Default Domain Controllers Policy, and then run gpupdate.exe /sync. 

D. Delete the link for the Default Domain Controllers Policy, and then run gpupdate.exe /force. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 9 

Your network contains an Active Directory domain. The domain contains two Active Directory sites named Site1 

and Site2. Site1 contains two domain controllers named DC1 and DC2. Site2 contains two domain controller 

named DC3 and DC4. The functional level of the domain is Windows Server 2008 R2. The functional level of  

the forest is Windows Server 2003. Active Directory replication between Site1 and Site2 occurs from 20:00 to  

01:00 every day. At 07:00, an administrator deletes a user account while he is logged on to DC1. You need to 

restore the deleted user account. You want to achieve this goal by using the minimum amount of administrative 

effort. What should you do? 

A. On DC1, run the Restore-ADObject cmdlet. 

B. On DC3, run the Restore-ADObject cmdlet. 

C. On DC1, stop Active Directory Domain Services, restore the System State, and then start Active Directory 

Domain Services. 

D. On DC3, stop Active Directory Domain Services, perform an authoritative restore, and then start Active 

Directory Domain Services. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 10 

Your network contains an Active Directory forest named contoso.com. You plan to migrate all user accounts to  

a new forest named litwareinc.com. The functional level of the contoso.com forest is Windows Server 2003. 

Contoso.com contains four servers. The servers are configured as shown in the following table. 
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The functional level of the litwareinc.com forest is Windows Server 2008. Litwareinc.com contains four servers.  

The servers are configured as shown in the following table. 

You need to identify on which server in the litwareinc.com forest you must install Active Directory Migration Tool 

version 3.2 (ADMT v3.2). Which server should you identify? 

A. Litw_Srv4 

B. Litw_Srv1 

C. Litw_Srv2 

D. Litw_Srv3 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 11 

Your network contains an Active Directory domain. The domain contains two domain controllers named DC1 

and DC2. You perform a full backup of the domain controllers every night by using Windows Server Backup.  

You update a script in the SYSVOL folder. You discover that the new script fails to run properly. You need to 

restore the previous version of the script in the SYSVOL folder. The solution must minimize the amount of time 

required to restore the script. What should you do first? 

A. Run the Restore-ADObject cmdlet. 

B. Restore the system state to its original location. 

C. Restore the system state to an alternate location. 

D. Attach the VHD file created by Windows Server Backup. 
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Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 12 

Your network contains an Active Directory domain. You need to restore a deleted computer account from the 

Active Directory Recycle Bin. What should you do? 

A. From the command prompt, run recover.exe. 

B. From the command prompt, run ntdsutil.exe. 

C. From the Active Directory Module for Windows PowerShell, run the Restore-Computer cmdlet. 

D. From the Active Directory Module for Windows PowerShell, run the Restore-ADObject cmdlet. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 13 

Your company has an Active Directory forest that contains only Windows Server 2008 domain controllers. You 

need to prepare the Active Directory domain to install Windows Server 2008 R2 domain controllers. Which two 

tasks should you perform? (Each correct answer presents part of the solution. Choose two.) 

A. Run the adprep /domainprep command. 

B. Raise the forest functional level to Windows Server 2008. 

C. Raise the domain functional level to Windows Server 2008. 

D. Run the adprep /forestprep command. 

Correct Answer: AD 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 14 

Your network contains an Active Directory domain named contoso.com. The Active Directory sites are 

configured as shown in the Sites exhibit. 
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You need to ensure that DC1 and DC4 are the only servers that replicate Active Directory changes between the 

sites. What should you do? 

A. Configure DC1 as a preferred bridgehead server for IP transport. 

B. Configure DC4 as a preferred bridgehead server for IP transport. 

C. From the DC4 server object, create a Connection object for DC1. 

D. From the DC1 server object, create a Connection object for DC4. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 15 

Your network contains an Active Directory domain named contoso.com. The domain contains a domain 

controller named DC1. DC1 has the DNS Server server role installed and hosts an Active Directory- integrated 

zone for contoso.com. The no-refresh interval and the refresh interval are both set to three days. 

The Advanced DNS settings of DC1 are shown in the Advanced DNS Settings exhibit. 
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You open the properties of a static record named Server1 as shown in the Server1 Record exhibit.  
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You discover that the scavenging process ran today, but the record for Server1 was not deleted. You run 

dnscmd.exe and specify the ageallrecords parameter. You need to identify when the record for Server1 will be 

deleted from the zone. In how many days will the record be deleted? 

A. 13 

B. 10 

C. 23 

D. 7 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 16 

Your network contains an Active Directory domain. The domain contains a domain controller named DC1 that 

runs windows Server 2008 R2 Service Pack 1 (SP1). You need to implement a central store for domain policy 

templates. What should you do? 

To answer, select the source content that should be copied to the destination folder in the answer area. 

Hot Area: 
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A. 

B. 

C. 

D. 

Correct Answer:  

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 17 

Your network contains an Active Directory domain. The password policy for the domain is configured as shown 

in the Current Policy exhibit. 
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You change the password policy for the domain as shown in the New Policy exhibit. 

You need to provide users with examples of a valid password. Which password examples should you provide to 

the users? (Each correct answer presents a complete solution. Choose three.) 

A. 123456!@#$%^ 

B. !@#$1234ABCD 

C. passwordl234 

D. 1-2-3-4-5-a-b-c-e 

E. %%PASS1234%% 

F. 111111aaaaaaa 

Correct Answer: BDE 

Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 18 

Your network contains an Active Directory domain named contoso.com. The Active Directory sites are 

configured as shown in the Sites exhibit. 

You need to ensure that DC1 and DC4 are the only servers that replicate Active Directory changes between the 

sites. What should you do? 

A. Configure DC1 as a preferred bridgehead server for IP transport. 

B. Configure DC4 as a preferred bridgehead server for IP transport. 

C. From the DC4 server object, create a Connection object for DC1. 

D. From the DC1 server object, create a Connection object for DC4. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 19 

Your network contains an Active Directory forest named contoso.com. The forest contains four computers. The 

computers are configured as shown in the following table. 

An administrator creates a script that contains the following commands: 
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You need to identity which computers can successfully run all of the commands in the script. Which two 

computers should you identify? (Each correct answer presents part of the solution. Choose two.) 

A. Computer1 

B. Server1 

C. Computer2 

D. Server2 

Correct Answer: CD 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 20 

Your network contains a domain controller that runs Windows Server 2008 R2. You run the following command 

on the domain controller: 

dsamain.exe dbpath c:\$SNAP_201006170326_VOLUMEC$\Windows\NTDS\ntds.dit ldapport 389 - 

allowNonAdminAccess 

The command fails. You need to ensure that the command completes successfully. How should you modify the 

command? 

A. Include the path to Dsamain. 

B. Change the value of the -dbpath parameter. 

C. Change the value of the -ldapport parameter. 

D. Remove the allowNonAdminAccess 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 21 
You need to back up all of the group policies in a domain. The solution must minimize the size of the backup.  

What should you use? 

A. the Add-WBSystemState cmdlet 

B. the Group Policy Management console 

C. the Wbadmin tool 

D. the Windows Server Backup feature 

Correct Answer: B 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 22 

You have an enterprise root certification authority (CA) that runs Windows Server 2008 R2. You need to ensure 

that you can recover the private key of a certificate issued to a Web server. What should you do? 

A. From the CA, run the Get-PfxCertificate cmdlet. 

B. From the Web server, run the Get-PfxCertificate cmdlet. 

C. From the CA, run the certutil.exe tool and specify the -exportpfx parameter. 

D. From the Web server, run the certutil.exe tool and specify the -exportpfx parameter. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 23 
Your company has a main office and a branch office. The network contains a single Active Directory domain.  

The main office contains a domain controller named DC1. You need to install a domain controller in the branch 

office by using an offline copy of the Active Directory database. What should you do first? 

A. From the Ntdsutil tool, create an IFM media set. 

B. From the command prompt, run djoin.exe /loadfile. 

C. From Windows Server Backup, perform a system state backup. 

D. From Windows PowerShell, run the get-ADDomainController cmdlet. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 24 
Your network contains an Active Directory domain. All domain controllers run Windows Server 2008. The 

functional level of the domain is Windows Server 2003. All client computers run Windows 7. You install  

Windows Server 2008 R2 on a server named Server1. You need to perform an offline domain join of Server1.  

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.) 

A. From Server1, run djoin.exe. 

B. From Server1, run netdom.exe. 

C. From a Windows 7 computer, run djoin.exe. 

D. Upgrade one domain controller to Windows Server 2008 R2. 

E. Raise the functional level of the domain to Windows Server 2008. 

Correct Answer: AC 

Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 25 

You have an Active Directory snapshot. You need to view the contents of the organizational units (OUs) in the 

snapshot. Which tools should you run? 

A. explorer.exe, netdom.exe, and dsa.msc 

B. ntdsutil.exe, dsamain.exe, and dsa.msc 

C. wbadmin.msc, dsamain.exe, and netdom.exe 

D. wbadmin.msc, ntdsutil.exe, and explorer.exe 

Correct Answer: B 
Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 26 

Your network contains an Active Directory domain. The domain is configured as shown in the exhibit.  

Users in the Finance organizational unit (OU) frequently log on to client computers in the Human Resources 

OU. You need to meet the following requirements: 

All of the user settings in the Group Policy objects (GPOs) linked to both the Finance OU and the Human 

Resources OU must be applied to finance users when they log on to client computers in the Engineering 

OU. 

Only the policy settings in the GPOs linked to the Finance OU must be applied to finance users when they 

log on to client computers in the Finance OU. 

Policy settings in the GPOs linked to the Finance OU must not be applied to users in the Human Resources 

OU. 
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What should you do? 

A. Modify the Group Policy permissions. 

B. Enable block inheritance. 

C. Configure the link order. 

D. Enable loopback processing in merge mode. 

E. Enable loopback processing in replace mode. 

F. Configure WMI filtering. 

G. Configure Restricted Groups. 

H. Configure Group Policy Preferences. 

I. Link the GPO to the Finance OU. 

J. Link the GPO to the Human Resources OU. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 27 

You create a new Active Directory domain. The functional level of the domain is Windows Server 2008 R2. The 

domain contains five domain controllers. You need to monitor the replication of the group policy template files. 

Which tool should you use? 

A. Dfsrdiag 

B. Fsutil 

C. Ntdsutil 

D. Ntfrsutl 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 28 

Your network contains an Active Directory domain. The domain contains five domain controllers. A domain 

controller named DC1 has the DHCP role and the file server role installed. You need to move the Active 

Directory database on DC1 to an alternate location. The solution must minimize impact on the network during 

the database move. What should you do first? 

A. Restart DC1 in Safe Mode. 

B. Restart DC1 in Directory Services Restore Mode. 

C. Start DC1 from Windows PE. 

D. Stop the Active Directory Domain Services service on DC1. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 29 

Your network contains an Active Directory forest named contoso.com. The functional level of the forest is  

Windows Server 2008 R2. The forest contains a single domain. You need to ensure that objects can be 

restored from the Active Directory Recycle Bin. Which tool should you use? 

A. Ntdsutil 

B. Set-AD Domain 

C. Dsamain 

D. Enable-AD Optional Feature 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 30 

Your company has a main office and a branch office. The network contains an Active Directory forest. The 

forest contains three domains. The branch office contains one domain controller named DC5. DC5 is 

configured as a global catalog server, a DHCP server, and a file server. You remove the global catalog from 

DC5. You need to reduce the size of the Active Directory database on DC5. The solution must minimize the 

impact on all users in the branch office. What should you do first? 

A. Start DC5 in Safe Mode. 

B. Start DC5 in Directory Services Restore Mode. 

C. On DC5, start the Protected Storage service. 

D. On DC5, stop the Active Directory Domain Services service. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 31 

Your network contains a domain controller that runs Windows Server 2008 R2. You need to change the location 

of the Active Directory log files. Which tool should you use? 

A. Dsamain 

B. Dsmgmt 

C. Dsmove 

D. Ntdsutil 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 32 

Your network contains a single Active Directory domain. All servers run Windows Server 2008 R2. You deploy a  

new server that runs Windows Server 2008 R2. The server is not connected to the internal network. You need 

to ensure that the new server is already joined to the domain when it first connects to the internal network. 
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What should you do? 

A. From a domain controller, run sysprep.exe and specify the /oobe parameter. From the new server, run 

sysprep.exe and specify the /generalize parameter. 

B. From a domain controller, run sysprep.exe and specify the /generalize parameter. From the new server, run 

sysprep.exe and specify the /oobe parameter. 

C. From a domain-joined computer, run djoin.exe and specify the /provision parameter. From the new server, 

run djoin.exe and specify the /requestodj parameter. 

D. From a domain-joined computer, run djoin.exe and specify the /requestodj parameter. From the new server, 

run djoin.exe and specify the /provision parameter. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 33 

Your network contains an Active Directory domain. The domain contains four domain controllers. You modify 

the Active Directory schema. You need to verify that all the domain controllers received the schema 

modification. Which command should you run? 

A. dcdiag.exe /a 

B. netdom.exe query fsmo 

C. repadmin.exe /showrepl * 

D. sc.exe query ntds 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 34 

You remotely monitor several domain controllers. You run winrm.exe quickconfig on each domain controller.  

You need to create a WMI script query to retrieve information from the bios of each domain controller. Which 

format should you use to write the query? 

A. XrML 

B. XML 

C. WQL 

D. HTML 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 35 

Your network contains an Active Directory domain named contoso.com. The domain contains five domain 

controllers. You add a logoff script to an existing Group Policy object (GPO). You need to verify that each 

domain controller successfully replicates the updated group policy. Which two objects should you verify on each 
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domain controller? (Each correct answer presents part of the solution. Choose two.) 

A. \\servername\SYSVOL\contoso.com\Policies\{GUID}\gpt.ini 

B. \\servername\SYSVOL\contoso.com\Policies\{GUID}\machine\registry.pol 

C. the uSNChanged value for the CN={GUID},CN=Policies,CN=System,DC=contoso,DC=com container 

D. the versionNumber value for the CN={GUID},CN=Policies,CN=System,DC=contoso,DC=com container 

Correct Answer: AD 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 36 

Your network contains an Active Directory domain that contains five domain controllers. You have a 

management computer that runs Windows 7. From the Windows 7 computer, you need to view all account 

logon failures that occur in the domain. The information must be consolidated on one list. Which command 

should you run on each domain controller? 

A. Wecutil.exe qc 

B. Wevtutil.exe gli 

C. Winrm.exe quickconfig 

D. Winrshost.exe 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 37 

Your network contains an Active Directory forest. The forest contains two domains named contoso.com and 

woodgrovebank.com. You have a custom attribute named Attibute1 in Active Directory. Attribute1 is associated 

to User objects. You need to ensure that Attribute1 is replicated to the global catalog. What should you do? 

A. In Active Directory Sites and Services, configure the NTDS Settings. 

B. In Active Directory Sites and Services, configure the universal group membership caching. 

C. From the Active Directory Schema snap-in, modify the properties of the User class schema object. 

D. From the Active Directory Schema snap-in, modify the properties of the Attibute1 class schema attribute. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 38 

You create a new Active Directory domain. The functional level of the domain is Windows Server 2003. The 

domain contains five domain controllers that run Windows Server 2008 R2. You need to monitor the replication 

of the group policy template files. Which tool should you use? 

A. Dfsrdiag 

B. Fsutil 
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C. Ntdsutil 

D. Ntfrsutl 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 39 

You have a domain controller named Server1 that runs Windows Server 2008 R2. You need to determine the 

size of the Active Directory database on Server1. What should you do? 

A. Run the Active Directory Sizer tool. 

B. Run the Active Directory Diagnostics data collector set. 

C. From Windows Explorer, view the properties of the %systemroot%\ntds\ntds.dit file. 

D. From Windows Explorer, view the properties of the %systemroot%\sysvol\domain folder. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 40 

You have a domain controller that runs the DHCP service. You need to perform an offline defragmentation of 

the Active Directory database on the domain controller. You must achieve this goal without affecting the 

availability of the DHCP service. What should you do? 

A. Restart the domain controller in Directory Services Restore Mode. Run the Disk Defragmenter utility.  

B. Restart the domain controller in Directory Services Restore Mode. Run the Ntdsutil utility. 

C. Stop the Active Directory Domain Services service. Run the Ntdsutil utility. 

D. Stop the Active Directory Domain Services service. Run the Disk Defragmenter utility. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 41 

Your network contains two standalone servers named Server1 and Server2 that have Active Directory 

Lightweight Directory Services (AD LDS) installed. Server1 has an AD LDS instance. You need to ensure that 

you can replicate the instance from Server1 to Server2. What should you do on both servers? 

A. Obtain a server certificate. 

B. Import the MS-User.ldf file. 

C. Create a service user account for AD LDS. 

D. Register the service location (SRV) resource records. 

Correct Answer: C 

Section: (none) 
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Explanation 

Explanation/Reference: 

QUESTION 42 

You need to receive an e-mail message whenever a domain user account is locked out. Which tool should you 

use? 

A. Active Directory Administrative Center 

B. Event Viewer 

C. Resource Monitor 

D. Security Configuration Wizard 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 43 

Your network contains an Active Directory domain named contoso.com. You have a management computer 

named Computer1 that runs Windows 7. You need to forward the logon events of all the domain controllers in 

contoso.com to Computer1. All new domain controllers must be dynamically added to the subscription. What 

should you do? 

A. From Computer1, configure source-initiated event subscriptions. From a Group Policy object (GPO) linked 

to the Domain Controllers organizational unit (OU), configure the Event Forwarding node. 

B. From Computer1, configure collector-initiated event subscriptions. From a Group Policy object (GPO) linked 

to the Domain Controllers organizational unit (OU), configure the Event Forwarding node. 

C. From Computer1, configure source-initiated event subscriptions. Install a server authentication certificate on 

Computer1. Implement autoenrollment for the Domain Controllers organizational unit (OU). 

D. From Computer1, configure collector-initiated event subscriptions. Install a server authentication certificate 

on Computer1. Implement autoenrollment for the Domain Controllers organizational unit (OU). 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 44 

Your network contains an Active Directory domain. The domain contains a server named Server1. Server1 runs 

Windows Server 2008 R2. You need to mount an Active Directory Lightweight Directory Services (AD LDS) 

snapshot from Server1. What should you do? 

A. Run ldp.exe and use the Bind option. 

B. Run diskpart.exe and use the Attach option. 

C. Run dsdbutil.exe and use the snapshot option. 

D. Run imagex.exe and specify the /mount parameter. 

Correct Answer: C 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 45 

Your network contains an Active Directory domain that has two sites. You need to identify whether logon scripts 

are replicated to all domain controllers. Which folder should you verify? 

A. GroupPolicy 

B. NTDS 

C. SoftwareDistribution 

D. SYSVOL 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 46 
You install a standalone root certification authority (CA) on a server named Server1. You need to ensure that 

every computer in the forest has a copy of the root CA certificate installed in the local computer's Trusted Root 

Certification Authorities store. Which command should you run on Server1? 

A. certreq.exe and specify the -accept parameter 

B. certreq.exe and specify the -retrieve parameter 

C. certutil.exe and specify the -dspublish parameter 

D. certutil.exe and specify the -importcert parameter 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 47 
Your network contains an Active Directory forest. The forest contains two domains. You have a standalone root  

certification authority (CA). On a server in the child domain, you run the Add Roles Wizard and discover that the 

option to select an enterprise CA is disabled. You need to install an enterprise subordinate CA on the server.  

What should you use to log on to the new server? 

A. an account that is a member of the Certificate Publishers group in the child domain 

B. an account that is a member of the Certificate Publishers group in the forest root domain 

C. an account that is a member of the Schema Admins group in the forest root domain 

D. an account that is a member of the Enterprise Admins group in the forest root domain 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 48 
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Your network contains a server named Server1 that runs Windows Server 2008 R2. You create an Active 

Directory Lightweight Directory Services (AD LDS) instance on Server1. You need to create an additional AD 

LDS application directory partition in the existing instance. Which tool should you use? 

A. Adaminstall 

B. Dsadd 

C. Dsmod 

D. Ldp 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 49 

You have an enterprise subordinate certification authority (CA). You have a group named Group1. You need to  

allow members of Group1 to publish new certificate revocation lists. Members of Group1 must not be allowed to 

revoke certificates. What should you do? 

A. Add Group1 to the local Administrators group. 

B. Add Group1 to the Certificate Publishers group. 

C. Assign the Manage CA permission to Group1. 

D. Assign the Issue and Manage Certificates permission to Group1. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 50 

You have an enterprise subordinate certification authority (CA) configured for key archival. Three key recovery 

agent certificates are issued. The CA is configured to use two recovery agents. You need to ensure that all of 

the recovery agent certificates can be used to recover all new private keys. What should you do? 

A. Add a data recovery agent to the Default Domain Policy. 

B. Modify the value in the Number of recovery agents to use box. 

C. Revoke the current key recovery agent certificates and issue three new key recovery agent certificates.  

D. Assign the Issue and Manage Certificates permission to users who have the key recovery agent certificates.  

Correct Answer: B 
Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 51 

Your network contains an Active Directory domain. The domain contains three domain controllers. One of the 

domain controllers fails. Seven days later, the help desk reports that it can no longer create user accounts. You 

need to ensure that the help desk can create new user accounts. Which operations master role should you 

seize? 
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A. domain naming master 

B. infrastructure master 

C. primary domain controller (PDC) emulator 

D. RID master 

E. schema master 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 52 

You have an enterprise subordinate certification authority (CA). The CA is configured to use a hardware 

security module. You need to back up Active Directory Certificate Services on the CA. 

Which command should you run? 

A. certutil.exe backup 

B. certutil.exe backupdb 

C. certutil.exe backupkey 

D. certutil.exe store 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 53 

You have Active Directory Certificate Services (AD CS) deployed. You create a custom certificate template.  

You need to ensure that all of the users in the domain automatically enroll for a certificate based on the custom 

certificate template. Which two actions should you perform? (Each correct answer presents part of the solution.  

Choose two.) 

A. In a Group Policy object (GPO), configure the autoenrollment settings. 

B. In a Group Policy object (GPO), configure the Automatic Certificate Request Settings. 

C. On the certificate template, assign the Read and Autoenroll permission to the Authenticated Users group. 

D. On the certificate template, assign the Read, Enroll, and Autoenroll permission to the Domain Users group. 

Correct Answer: AD 
Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 54 

You have an enterprise subordinate certification authority (CA). You have a custom Version 3 certificate 

template. Users can enroll for certificates based on the custom certificate template by using the Certificates 

console. The certificate template is unavailable for Web enrollment. You need to ensure that the certificate 

template is available on the Web enrollment pages. What should you do? 

A. Run certutil.exe pulse. 
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B. Run certutil.exe installcert. 

C. Change the certificate template to a Version 2 certificate template. 

D. On the certificate template, assign the Autoenroll permission to the users. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 55 

Your network consists of a single Active Directory domain. You have a domain controller and a member server 

that run Windows Server 2008 R2. Both servers are configured as DNS servers. Client computers run either 

Windows XP Service Pack 3 or Windows 7. You have a standard primary zone on the domain controller. The 

member server hosts a secondary copy of the zone. You need to ensure that only authenticated users are 

allowed to update host (A) records in the DNS zone. What should you do first? 

A. On the member server, add a conditional forwarder. 

B. On the member server, install Active Directory Domain Services. 

C. Add all computer accounts to the DNS UpdateProxy group. 

D. Convert the standard primary zone to an Active Directory-integrated zone. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 56 

You have an enterprise subordinate certification authority (CA). You have a custom certificate template that has 

a key length of 1,024 bits. The template is enabled for autoenrollment. You increase the template key length to  

2,048 bits. You need to ensure that all current certificate holders automatically enroll for a certificate that uses  

the new template. Which console should you use? 

A. Active Directory Administrative Center 

B. Certification Authority 

C. Certificate Templates 

D. Group Policy Management 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 57 

Your network contains an Active Directory forest. All domain controllers run Windows Server 2008 Standard. 

The functional level of the domain is Windows Server 2003. You have a certification authority(CA). The relevant  

servers in the domain are configured as shown below: 
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You need to ensure that you can install the Active Directory Certificate Services (AD CS) Certificate Enrollment 

Web Service on the network. What should you do? 

A. Upgrade Server1 to Windows Server 2008 R2. 

B. Upgrade Server2 to Windows Server 2008 R2. 

C. Raise the functional level of the domain to Windows Server 2008. 

D. Install the Windows Server 2008 R2 Active Directory Schema updates. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 58 

Your network contains an Active Directory domain controller named DC1. DC1 runs Windows Server 2008 R2.  

You need to defragment the Active Directory database on DC1. The solution must minimize downtime on DC1. 

What should you do first? 

A. At the command prompt, run net stop ntds. 

B. At the command prompt, run net stop netlogon. 

C. Restart DC1 in Safe Mode. 

D. Restart DC1 in Directory Services Restore Mode (DSRM). 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 59 

Your network contains a server named Server1 that runs Windows Server 2008 R2. On Server1, you create an 

Active Directory Lightweight Directory Services (AD LDS) instance named Instance1. You connect to Instance1 

by using ADSI Edit. You run the Create Object wizard and you discover that there is no User object class. You 

need to ensure that you can create user objects in Instance1. What should you do? 

A. Run the AD LDS Setup Wizard. 

B. Modify the schema of Instance1. 

C. Modify the properties of the Instance1 service. 

D. Install the Remote Server Administration Tools (RSAT). 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 60 

Your network contains a single Active Directory domain. Active Directory Rights Management Services(AD 

RMS) is deployed on the network. A user named User1 is a member of only the AD RMS Enterprise 

Administrators group. You need to ensure that User1 can change the service connection point (SCP) for the AD 

RMS installation. The solution must minimize the administrative rights of User1. To which group should you add  

User1? 

A. AD RMS Auditors 

B. AD RMS Service Group 

C. Domain Admins 

D. Schema Admins 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 61 

A user in a branch office of your company attempts to join a computer to the domain, but the attempt fails. You 

need to enable the user to join a single computer to the domain. You must ensure that the user is denied any 

additional rights beyond those required to complete the task. What should you do? 

A. Prestage the computer account in the Active Directory domain. 

B. Add the user to the Domain Administrators group for one day. 

C. Add the user to the Server Operators group in the Active Directory domain. 

D. Grant the user the right to log on locally by using a Group Policy Object (GPO). 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 62 

Your network contains a single Active Directory domain named contoso.com. An administrator accidentally 

deletes the _msdsc.contoso.com zone. You recreate the _msdsc.contoso. com zone. You need to ensure that  

the _msdsc.contoso.com zone contains all of the required DNS records. What should you do on each domain 

controller? 

A. Restart the Netlogon service. 

B. Restart the DNS Server service. 

C. Run dcdiag.exe /fix. 

D. Run ipconfig.exe /registerdns. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 63 

Your network contains an Active Directory-integrated DNS zone named contoso.com. You discover that the 

zone includes DNS records for computers that were removed from the network. You need to ensure that the 

DNS records are deleted automatically from the zone. What should you do? 

A. From DNS Manager, set the aging properties. 

B. Create a scheduled task that runs dnslint.exe /v /d contoso.com. 

C. From DNS Manager, modify the refresh interval of the start of authority (SOA) record. 

D. Create a scheduled task that runs ipconfig.exe /flushdns. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 64 

Your company has an Active Directory domain. All servers run Windows Server. You deploy a Certification 

Authority (CA) server. You create a new global security group named CertIssuers. You need to ensure that  

members of the CertIssuers group can issue, approve, and revoke certificates. What should you do? 

A. Assign the Certificate Manager role to the CertIssuers group. 

B. Place CertIssuers group in the Certificate Publisher group. 

C. Run the certsrv -add CertIssuers command promt of the certificate server. 

D. Run the add -member-membertype memberset CertIssuers command by using Microsoft Windows 

Powershell. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 65 

Your company has an Active Directory domain. The company has purchased 100 new computers. You want to  

deploy the computers as members of the domain. You need to create the computer accounts in an OU. What 

should you do? 

A. Run the csvde -f computers.csv command 

B. Run the ldifde -f computers.ldf command 

C. Run the dsadd computer <computerdn> command 

D. Run the dsmod computer <computerdn> command 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 66 

Your company has two domain controllers that are configured as internal DNS servers. All zones on the DNS 

servers are Active Directory-integrated zones. The zones allow all dynamic updates. You discover that the 

contoso.com zone has multiple entries for the host names of computers that do not exist. You need to 
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configure the contoso.com zone to automatically remove expired records. What should you do? 

A. Enable only secure updates on the contoso.com zone. 

B. Enable scavenging and configure the refresh interval on the contoso.com zone. 

C. From the Start of Authority tab, decrease the default refresh interval on the contoso.com zone. 

D. From the Start of Authority tab, increase the default expiration interval on the contoso.com zone. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 67 

You have an Active Directory domain that runs Windows Server 2008 R2. You need to implement a certification 

authority (CA) server that meets the following requirements: 

Allows the certification authority to automatically issue certificates 

Integrates with Active Directory Domain Services 

What should you do? 

A. Install and configure the Active Directory Certificate Services server role as a Standalone Root CA. 

B. Install and configure the Active Directory Certificate Services server role as an Enterprise Root CA. 

C. Purchase a certificate from a third-party certification authority, Install and configure the Active Directory 

Certificate Services server role as a Standalone Subordinate CA. 

D. Purchase a certificate from a third-party certification authority, Import the certificate into the computer store 

of the schema master. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 68 

You have a Windows Server 2008 R2 Enterprise Root certification authority (CA). You need to grant members  

of the Account Operators group the ability to only manage Basic EFS certificates. You grant the Account 

Operators group the Issue and Manage Certificates permission on the CA. Which three tasks should you 

perform next? (Each correct answer presents part of the solution. 

Choose three.) 

A. Enable the Restrict Enrollment Agents option on the CA. 

B. Enable the Restrict Certificate Managers option on the CA. 

C. Add the Basic EFS certificate template for the Account Operators group. 

D. Grant the Account Operators group the Manage CA permission on the CA. 

E. Remove all unnecessary certificate templates that are assigned to the Account Operators group. 

Correct Answer: BCE 

Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 69 

Your company has recently acquired a new subsidiary company in Quebec. The Active Directory administrators 

of the subsidiary company must use the French-language version of the administrative templates. You create a 

folder on the PDC emulator for the subsidiary domain in the path %systemroot%\SYSVOL\domain\Policies 

\PolicyDefinitions\FR . You need to ensure that the French-language version of the templates is available. What 

should you do? 

A. Download the Conf.adm, System.adm, Wuau.adm, and Inetres.adm files from the Microsoft Web site. Copy 

the ADM files to the FR folder. 

B. Copy the ADML files from the French local installation media for Windows Server 2008 R2 to the FR folder 

on the subsidiary PDC emulator. 

C. Copy the Install.WIM file from the French local installation media for Windows Server 2008 R2 to the FR 

folder on the subsidiary PDC emulator. 

D. Copy the ADMX files from the French local installation media for Windows Server 2008 R2 to the FR folder 

on the subsidiary PDC emulator. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 70 

Your company has two Active Directory forests named Forest1 and Forest2, The forest functional level and the 

domain functional level of Forest1 are set to Windows Server 2008. The forest functional level of Forest2 is set 

to Windows 2000, and the domain functional levels in Forest2 are set to Windows Server 2003. You need to set  

up a transitive forest trust between Forest1 and Forest2, What should you do first? 

A. Raise the forest functional level of Forest2 to Windows Server 2003 Interim mode. 

B. Raise the forest functional level of Forest2 to Windows Server 2003. 

C. Upgrade the domain controllers in Forest2 to Windows Server 2008. 

D. Upgrade the domain controllers in Forest2 to Windows Server 2003. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 71 

Your company has an Active Directory forest that contains two domains, The forest has universal groups that  

contain members from each domain. A branch office has a domain controller named DC1, Users at the branch 

office report that the logon process takes too long. You need to decrease the amount of time it takes for the 

branch office users to logon. What should you do? 

A. Configure DC1 as a Global Catalog server. 

B. Configure DC1 as a bridgehead server for the branch office site. 

C. Decrease the replication interval on the site link that connects the branch office to the corporate network. 

D. Increase the replication interval on the site link that connects the branch office to the corporate network. 

Correct Answer: A 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 72 

Your company has an Active Directory domain. The main office has a DNS server named DNS1 that is 

configured with Active Directory-integrated DNS. The branch office has a DNS server named DNS2 that 

contains a secondary copy of the zone from DNS1. The two offices are connected with an unreliable WAN link.  

You add a new server to the main office. Five minutes after adding the server, a user from the branch office 

reports that he is unable to connect to the new server. You need to ensure that the user is able to connect to  

the new server. What should you do? 

A. Clear the cache on DNS2. 

B. Reload the zone on DNS1. 

C. Refresh the zone on DNS2. 

D. Export the zone from DNS1 and import the zone to DNS2. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 73 

Your network contains an Active Directory-integrated zone. All DNS servers that host the zone are domain 

controllers. You add multiple DNS records to the zone. You need to ensure that the records are replicated to all  

DNS servers. Which tool should you use? 

A. Dnslint 

B. Ldp 

C. Nslookup 

D. Repadmin 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 74 

Your network contains an Active Directory forest. The forest contains two domains named contoso.com and 

eu.contoso.com. All domain controllers are DNS servers. The domain controllers in contoso.com host the zone 

for contoso.com. The domain controllers in eu. contoso.com host the zone for eu.contoso.com. The DNS zone 

for contoso.com is configured as shown in the exhibit. 
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You need to ensure that all domain controllers in the forest host a writable copy of _msdsc.contoso.com. Which 

two actions should you perform? (Each correct answer presents part of the solution. Choose two.) 

A. Create a zone delegation record in the contoso.com zone. 

B. Create a zone delegation record in the eu.contoso.com zone. 

C. Create an Active Directory-integrated zone for _msdsc.contoso.com. 

D. Create a secondary zone named _msdsc.contoso.com in eu.contoso.com. 

Correct Answer: AC 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 75 

Your company has an Active Directory domain. You have a two-tier PKI infrastructure that contains an offline 

root CA and an online issuing CA. The Enterprise certification authority is running Windows Server 2008 R2.  

You need to ensure users are able to enroll new certificates. What should you do? 

A. Renew the Certificate Revocation List (CRL) on the root CA. Copy the CRL to the CertEnroll folder on the 

issuing CA. 

B. Renew the Certificate Revocation List (CRL) on the issuing CA, Copy the CRL to the SysternCertificates 

folder in the users' profile. 

C. Import the root CA certificate into the Trusted Root Certification Authorities store on all client workstations.  

D. Import the issuing CA certificate into the Intermediate Certification Authorities store on all client 

workstations. 

Correct Answer: A 
Section: (none) 

Explanation 

Explanation/Reference: 
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QUESTION 76 

Your network contains an Active Directory domain. The domain contains 10 domain controllers that run 

Windows Server 2008 R2. You need to monitor the following information on the domain controllers during the 

next five days: 

Memory usage 

Processor usage 

The number of LDAP queries 

What should you do? 

A. Create a User Defined Data Collector Set (DCS) that uses the Active Directory Diagnostics template. 

B. Use the System Performance Data Collector Set (DCS). 

C. Create a User Defined Data Collector Set (DCS) that uses the System Performance template. 

D. Use the Active Directory Diagnostics Data Collector Set (DCS). 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 77 

The default domain GPO in your company is configured by using the following account policy settings: 

Minimum password length: 8 characters 

Maximum password age: 30 days 

Enforce password history: 12 passwords remembered 

Account lockout threshold: 3 invalid logon attempts 

Account lockout duration: 30 minutes 

You install Microsoft SQL Server on a computer named Server1 that runs Windows Server 2008 R2. The SQL 

Server application uses a service account named SQLSrv. The SQLSrv account has domain user rights. The 

SQL Server computer fails after running successfully for several weeks. The SQLSrv user account is not locked 

out. You need to resolve the server failure and prevent recurrence of the failure. Which two actions should you 

perform? (Each correct answer presents part of the solution. Choose two.) 

A. Reset the password of the SQLSrv user account. 

B. Configure the local security policy on Serverl to grant the Logon as a service right on the SQLSrv user 

account. 

C. Configure the properties of the SQLSrv account to Password never expires. 

D. Configure the properties of the SQLSrv account to User cannot change password. 

E. Configure the local security policy on Serverl to explicitly grant the SQLSrv user account the Allow logon 

locally user right. 

Correct Answer: AC 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 78 

You need to compact an Active Directory database on a domain controller that runs Windows Server 2008 R2. 
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What should you do? 

A. Run defrag.exe /a /c. 

B. Run defrag.exe /c /u. 

C. From Ntdsutil, use the Files option. 

D. From Ntdsutil, use the Metadata cleanup option. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 79 

Your network contains an Active Directory domain named contoso.com. Contoso.com contains three servers.  

The servers are configured as shown in the following table. 

You need to ensure that users can manually enroll and renew their certificates by using the Certificate 

Enrollment Web Service. Which two actions should you perform? (Each correct answer presents part of the 

solution. Choose two.) 

A. Configure the policy module settings. 

B. Configure the issuance requirements for the certificate templates. 

C. Configure the Certificate Services Client - Certificate Enrollment Policy Group Policy setting. 

D. Configure the delegation settings for the Certificate Enrollment Web Service application pool account. 

Correct Answer: BD 
Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 80 

Your network contains an Active Directory domain named contoso.com. Contoso.com contains a member 

server that runs Windows Server 2008 Standard. You need to install an enterprise subordinate certification 

authority (CA) that supports private key archival. You must achieve this goal by using the minimum amount of  

administrative effort. What should you do first? 

A. Initialize the Trusted Platform Module (TPM). 

B. Upgrade the member server to Windows Server 2008 R2 Standard. 

C. Install the Certificate Enrollment Policy Web Service role service on the member server. 

D. Run the Security Configuration Wizard (SCW) and select the Active Directory Certificate Services - 

Certification Authority server role template check box. 

Correct Answer: B 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 81 

Your network contains an Active Directory domain named contoso.com. Contoso.com contains two sites 

named Site1 and Site2. Site1 contains a domain controller named DC1. In Site1, you install a new domain 

controller named DC2. You ship DC2 to Site2. You discover that certain users in Site2 authenticate to DC1. 

You need to ensure that the users in Site2 always attempt to authenticate to DC2 first. What should you do? 

A. From Active Directory Users and Computers, modify the Location settings of the DC2 computer object.  

B. From Active Directory Sites and Services, modify the Location attribute for Site2. 

C. From Active Directory Sites and Services, move the DC2 server object. 

D. From Active Directory Users and Computers, move the DC2 computer object. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 82 

Your company has an Active Directory domain. All servers run Windows Server 2008 R2. Your company uses  

an Enterprise Root certification authority (CA) and an Enterprise Intermediate CA. The Enterprise Intermediate 

CA certificate expires. You need to deploy a new Enterprise Intermediate CA certificate to all computers in the 

domain. What should you do? 

A. Import the new certificate into the Intermediate Certification Store on the Enterprise Root CA server. 

B. Import the new certificate into the Intermediate Certification Store on the Enterprise Intermediate CA server. 

C. Import the new certificate into the Intermediate Certification Store in the Default Domain Controllers group 

policy object. 

D. Import the new certificate into the Intermediate Certification Store in the Default Domain group policy object. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 83 

You have an enterprise subordinate certification authority (CA). You have a custom Version 3 certificate 

template. Users can enroll for certificates based on the custom certificate template by using the Certificates 

console. The certificate template is unavailable for Web enrollment. You need to ensure that the certificate 

template is available on the Web enrollment pages. What should you do? 

A. Run certutil.exe Cpulse. 

B. Run certutil.exe Cinstallcert. 

C. Change the certificate template to a Version 2 certificate template. 

D. On the certificate template, assign the Autoenroll permission to the users. 

Correct Answer: C 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 84 

Your network contains an Active Directory domain. The domain contains a member server named Server1 that 

runs Windows Server 2008 R2. You need to configure Server1 as a global catalog server. 

What should you do? 

A. Modify the Active Directory schema. 

B. From Ntdsutil, use the Roles option. 

C. Run the Active Directory Domain Services Installation Wizard on Server1. 

D. Move the Server1 computer object to the Domain Controllers organizational unit (OU). 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 85 
Your network contains three Active Directory forests named Forest1, Forest2, and Forest3. Each forest 

contains three domains. A two-way forest trust exists between Forest1 and Forest2. A two- way forest trust 

exists between Forest2 and Forest3. You need to configure the forests to meet the following requirements:  

Users in Forest3 must be able to access resources in Forest1. 

Users in Forest1 must be able to access resources in Forest3. 

The number of trusts must be minimized. 

What should you do? 

A. In Forest2, modify the name suffix routing settings. 

B. In Forest1 and Forest3, configure selective authentication. 

C. In Forest1 and Forest3, modify the name suffix routing settings. 

D. Create a two-way forest trust between Forest1 and Forest3. 

E. Create a shortcut trust in Forest1 and a shortcut trust in Forest3. 

Correct Answer: D 
Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 86 

Your company has a single Active Directory forest with a single domain. Consultants in different departments of  

the company require access to different network resources. The consultants belong to a global group named 

TempWorkers. Three file servers are placed in a new organizational unit named SecureServers. The file 

servers contain confidential data in shared folders. You need to prevent the consultants from accessing the 

confidential data. What should you do? 

A. Create a new Group Policy Object (GPO) and link it to the SecureServers organizational unit. 

Assign the Deny access to this computer from the network user right to the TempWorkers global group. 

B. Create a new Group Policy Object (GPO) and link it to the domain. 

Assign the Deny access to this computer from the network user right to the TempWorkers global group. 

C. On the three file servers, create a share on the root of each hard disk. 
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Configure the Deny Full control permission for the TempWorkers global group on the share. 

D. Create a new Group Policy Object (GPO) and link it to the domain. 

Assign the Deny log on locally user right to the TempWorkers global group. 

E. Create a new Group Policy Object (GPO) and link it to the SecureServers organizational unit. 

Assign the Deny log on locally user right to the TempWorkers global group. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 87 

Your network contains an Active Directory domain. All domain controller run Windows Server 2003. You 

replace all domain controllers with domain controllers that run Windows Server 2008 R2. You raise the 

functional level of the domain to Windows Server 2008 R2. You need to minimize the amount of SYSVOL 

replication traffic on the network. What should you do? 

A. Raise the functional level of the forest to Windows Server 2008 R2. 

B. Modify the path of the SYSVOL folder on all of the domain controllers. 

C. On a global catalog server, run repadmin.exe and specify the KCC parameter. 

D. On the domain controller that holds the primary domain controller (PDC) emulator FSMO role, run 

dfsrmig.exe. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 88 

Your network contains an Active Directory forest. The forest contains two domain controllers. The domain 

controllers are configured as shown in the following table. 

All client computers run Windows 7. You need to ensure that all client computers in the domain keep the same 

time as an external time server. What should you do? 

A. From DC1, run the time command. 

B. From DC2, run the time command. 

C. From DC1, run the w32tm.exe command. 

D. From DC2, run the w32tm.exe command. 

Correct Answer: D 

Section: (none) 

Explanation 
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Explanation/Reference: 

QUESTION 89 

Your network contains an Active Directory domain named contoso.com. Contoso.com contains two domain 

controllers. The domain controllers are configured as shown in the following table. 

All client computers have IP addresses in the 10.1.2.1 to 10.1.2.240 range. You need to minimize the number  

of client authentication requests sent to DC2. What should you do? 

A. Create a new site named Site1. Create a new subnet object that has the 10.1.1.0/24 prefix and assign the 

subnet to Site1. Move DC1 to Site1. 

B. Create a new site named Site1. Create a new subnet object that has the 10.1.1.1/32 prefix and assign the 

subnet to Site1. Move DC1 to Site1. 

C. Create a new site named Site1. Create a new subnet object that has the 10.1.1.2/32 prefix and assign the 

subnet to Site1. Move DC2 to Site1. 

D. Create a new site named Site1. Create a new subnet object that has the 10.1.2.0/24 prefix and assign the 

subnet to Site1. Move DC2 to Site1. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 90 

Your network contains an Active Directory domain. You need to back up all of the Group Policy objects (GPOs),  

Group Policy permissions, and Group Policy links for the domain. What should you do? 

A. From Group Policy Management Console (GPMC), back up the GPOs. 

B. From Windows Explorer, copy the content of the %systemroot%\SYSVOL folder. 

C. From Windows Server Backup, perform a system state backup. 

D. From Windows PowerShell, run the Backup-GPO cmdlet. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 91 

You install an Active Directory domain in a test environment. You need to reset the passwords of all the user 

accounts in the domain from a domain controller. Which two Windows PowerShell commands should you run? 

(Each correct answer presents part of the solution, choose two.) 

A. $ newPassword = * 

B. Import-Module ActiveDirectory 
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C. Import-Module WebAdministration 

D. Get- AdUser -filter * | Set- ADAccountPossword - NewPassword $ newPassword - Reset 

E. Set- ADAccountPossword - NewPassword - Reset 

F. $ newPassword = (Read-Host - Prompt "New Password" - AsSecureString ) 

G. Import-Module ServerManager 

Correct Answer: DF 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 92 

Your network contains a domain controller that runs Windows Server 2008 R2. You need to reset the Directory 

Services Restore Mode (DSRM) password on the domain controller. Which tool should you use? 

A. Ntdsutil 

B. Dsamain 

C. Active Directory Users and Computers 

D. Local Users and Groups 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 93 
Your network contains a domain controller that runs Windows Server 2008 R2. You run the following command 

on the domain controller: 

dsamain.exe C dbpath c:\$SNAP_201006170326_VOLUMEC$\Windows\NTDS\ntds.dit C ldapport 389 - 

allowNonAdminAccess 

The command fails. You need to ensure that the command completes successfully. How should you modify the 

command? 

A. Change the value of the -dbpath parameter. 

B. Include the path to Dsamain. 

C. Change the value of the -ldapport parameter. 

D. Remove the CallowNonAdminAccess parameter. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 94 

Your network contains an Active Directory domain named contoso.com. Contoso.com contains a domain 

controller named DC1 and a read-only domain controller (RODC) named RODC1. You need to view the most 

recent user accounts authenticated by RODC1. What should you do first? 
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A. From Active Directory Sites and Services, right-click the Connection object for DC1, and then click Replicate 

Now. 

B. From Active Directory Sites and Services, right-click the Connection object for DC2, and then click Replicate 

Now. 

C. From Active Directory Users and Computers, right-click contoso.com, click Change DomainController, and 

then connect to DC1. 

D. From Active Directory Users and Computers, right-click contoso.com, click Change Domain Controller, and 

then connect to RODC1. 

Correct Answer: C 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 95 

Your network contains an Active Directory domain. The domain contains 3,000 client computers. All of the client 

computers run Windows 7. Users log on to their client computers by using standard user accounts. You plan to  

deploy a new application named App1. The vendor of App1 provides a Setup.exe file to install App1. Setup.exe 

requires administrative rights to run. You need to deploy App1 to all client computers. The solution must meet 

the following requirements: 

App1 must automatically detect and replace corrupt application files. 

App1 must be available from the Start menu on each client computer. 

What should you do first? 

A. Create a logon script that calls Setup.exe for App1. 

B. Create a .zap file. 

C. Create a startup script that calls Setup.exe for App1. 

D. Repackage App1 as a Windows Installer package. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 96 

Your network contains an Active Directory domain named contoso.com. Contoso.com contains a server named 

Server2. You open the System properties on Server2 as shown in the exhibit. 
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When you attempt to configure Server2 as an enterprise subordinate certification authority (CA), you discover 

that the enterprise subordinate CA option is unavailable. You need to configure Server2 as an enterprise 

subordinate CA. What should you do first? 

A. Upgrade Server2 to Windows Server 2008 R2 Enterprise. 

B. Log in as an administrator and run Server Manager. 

C. Import the root CA certificate. 

D. Join Server2 to the domain. 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 97 

Your network contains an Active Directory domain. The domain contains an enterprise certification authority 

(CA). You need to ensure that only members of a group named Admin1 can create certificate templates. Which 

tool should you use to assign permissions to Admin1? 

A. the Certification Authority console 

B. Active Directory Users and Computers 

C. the Certificates snap-in 

D. Active Directory Sites and Services 

hiva-network.com 



 

Hiva-network.com 

 

 

Correct Answer: D 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 98 
Your network contains an Active Directory domain. All DNS servers are domain controllers. You view the 

properties of the DNS zone as shown in the exhibit. 

You need to ensure that only domain members can register DNS records in the zone. What should you do first? 

A. Modify the zone type. 

B. Create a trust anchor. 

C. Modify the Advanced properties of the DNS server. 

D. Modify the Dynamic updates setting. 

Correct Answer: A 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 99 

Your network contains two Active Directory forests named contoso.com and nwtraders.com. The functional  
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level of both forests is Windows Server 2003. Contoso.com contains one domain. Nwtraders.com contains two 

domains. You need to ensure that users in contoso.com can access the resources in all domains. The solution 

must require the minimum number of trusts. Which type of trust should you create? 

A. external 

B. forest 

C. realm 

D. shortcut 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 

QUESTION 100 

Your network contains two forests named adatum.com and litwareinc.com. The functional level of all the 

domains is Windows Server 2003. The functional level of both forests is Windows 2000. You need to create a 

forest trust between adatum.com and litwareinc.com. What should you do first? 

A. Create an external trust. 

B. Raise the functional level of both forests. 

C. Configure SID filtering. 

D. Raise the functional level of all the domains. 

Correct Answer: B 

Section: (none) 

Explanation 

Explanation/Reference: 
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